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DETAILED ACTION 



1 . This office action is in response to applicant's response filed on 09/04/2007. 

2. Claims 1-10, 12-13 and 15-38 are pending. 

3. Claims 1 1 and 14 are cancelled. 

4. Claims 1,4, 9, 12, 15, 18, 21, 23, 27 and 29 are amended. 

5. Applicant's arguments have been fully considered but they are not persuasive. 



Claim Objections 



1 . Claim 10 is objected to because of the following informalities: 

Examiner found that cancelled claim 10 should be pending; furthermore claim 11 
should be cancelled in applicant's original amendment. 
Appropriate correction is required. 

Response to Arguments 

1 . Applicant, on page 1 1 , lines 1-20, of the remarks, argues "in the mating key 
gateway of claims 1 and 4, a non-volatile storage unit coupled to the bus, the non- 
volatile storage unit to store a mating key lookup table to identify either the server 
controlled by the supplier of the digital device or the trusted third party based on the 
information received from the sender." 
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Examiner respectfully disagrees and asserts that Wasilewski discloses that a 
mating key generator being a message that comprises an identifier of the supplier or the 
server controlled by the supplier of the digital device or the trusted third party based on 
the information received from the sender [column 10, lines 52-55; column 13, line 64 
- column 14, line 8 and column 18, lines 1-15; the conditional access message have 
a common format, namely a header which contains an identifier for the conditional 
access system which corresponding to an identifier of the supplier and service 
provider/supplier sends set-top box which extracts the EMM and ECM necessary for 
decrypting the transmitted program from the supplier corresponding to an identifier of 
the supplier]. 

2. Examiner, however, in light of the above submission maintains the previous 
rejections while considering the amendments to the claims as follows: 



Claim Rejections - 35 USC § 102 



1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
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only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1- 26 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Wasilewski US Patent No. 6,157,719. 

Referring to claims 1, 3, 12 and 13, Wasilewski teaches a mating key gateway 
adapted to retrieve at least one mating key used to encrypt a program key that is used 
to scramble digital content prior to transmission to a digital device, comprising: 

a bus [column 14, lines 14-16 a bus is inherently a communication scheme 
(wires, fiber optics, fiber coax)]; 

a processor coupled to the bus [column 21, lines 15-19 and fig. 12]; 

an interface coupled to the bus, the interface being adapted to receive 
information from (1) a sender of the digital content and (2) either a server controlled by 
a supplier of the digital device or a trusted third party [column 21, lines 15-21; fig. 12; 
interface 1203 (equivalent to an interface) connected to a bus permits passage of data 
between the components of DHCT 333 and DHCTSE 627 which is inherently the 
interface coupled to the bus, being adapted to receive information from a sender/a 
headend];and 

a non-volatile storage unit coupled to the bus, the non-volatile storage unit to 
store a mating key lookup table to identify either the server controlled by the supplier of 
the digital device or the trusted third party based on the information received from the 
sender, from which the at least one mating key is supplied [column 21, lines 9-22; 
fig. 13; NVA storage 1303 stores administrative storage (keys) which contains DHCT 
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keys 1325 each DHCT 333 has public-private key pair toencrypt EMMs sent to DHCT 
333 and to decrypt the messages respectively, i.e. to secure the information received 
from the sender/the headend which is inherently store a mating key to identify the 
server controlled by the supplier of the digital device]. 

Referring to claim 2, Wasilewski teaches the mating key gateway, wherein the 
interface to receive the information from the sender being one of a cable provider, a 
satellite-based provider, a terrestrial-based provider, an Internet service provider and a 
conditional access (CA) provider operating with one of the cable provider, the satellite- 
based provider, the terrestrial-based provider and the Internet service provider [column 
10, lines 52-55; column 13, line 64 - column 14, line 8; DHCT 333 (interface to 
DHCT) receive the information from the provider, i.e., conditional access (CA) provider, 
cable provider, internet service and etc]. 

Referring to claim 4, Wasilewski teaches the mating key gateway, wherein the 
information received by the interface from the sender comprises a mating key generator 
being a message that comprises an identifier of the supplier, the mating key lookup 
table stored by the non-volatile storage unit comprises (i) a first group of entries forming 
a range of mating key generators for digital devices supplied by each supplier of a 
plurality of suppliers including the supplier, and (ii) a second group of entries 
corresponding to the first group of entries, each entry of the second group of entries 
including at least one mating key uniquely corresponding to and formed by at least a 
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portion of one of the mating key generators [column 7, lines 5-8 and fig. 2B; 
DHCT/digital device (equivalent to mating key generator) comprises key/mating key 
corresponding to one of the mating key generator stored in memory which is supplied 
by each supplier/manufacturer; column 18, lines 1-15; the sender/headend comprises 
a mating key generator (equivalent to a type of message/key generator, i.e. ECM, EMM, 
GBEM and etc.) being a message that contains an identifier of the conditional access 
system which inherently the supplier; column 33, lines 54-60; column 43, lines 55-65; 
EAID (entitlement agent ID) inherently is the information to communicate with a server]. 

Referring to claims 5 and 25, Wasilewski teaches the mating key gateway 
inherently the security content delivery system, wherein the mating key generator 
received by the interface further comprises an identifier of a provider of a system that 
enables transmission of both the digital content and the mating key generator to the 
digital device [column 17, line 59-column 18, line 15; column 24, lines 21-26; 
column 29, lines 44-47; an identifier of CAA (conditional access authority) which is a 
part of the trusted third party is inherently an identifier of a provider and do security 
checking to the program (content) over transmission so that it enables execution]. 

Referring to claims 6, 15 and 26, Wasilewski teaches the mating key gateway, 
wherein the mating key generator received by the interface further comprises (i) an 
identifier that identifies a conditional access (CA) system provider over which the digital 
content and the mating key generator are transmitted, and (ii) a mating key sequence 
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number [column 19, lines 55-65; fig. 10 and column 24, lines 21-34; an identifier for 
the CAA or EA is inherently an identifier of a provider helps to secure and transmit data; 
and the mating key generator (equivalent to CA message 805 in fig. 11) includes a 
sequence of CA message which is inherently a mating key sequence number]. 

Referring to claims 7, 16 and 17, Wasilewski teaches the mating key gateway, 
wherein the mating key lookup table stored by the non-volatile storage unit comprises (i) 
a first group of entries forming a range of serial numbers for digital devices supplied by 
each supplier of a plurality of suppliers including the supplier, and (ii) a second group of 
entries corresponding to the first group of entries, each entry of the second group of 
entries including information to establish communications with a server controlled by 
one of the plurality of suppliers [column 7, lines 5-8 and fig. 2B; DHCT (equivalent to 
digital device) has serial number stored in memory supplied by supplier/manufacturer); 
column 33, lines 54-60; column 43, lines 55-65; EAID (entitlement agent ID) 
inherently is the information to communicate with a server]. 

Referring to claims 8, 10 and 19, Wasilewski teaches the mating key gateway, 
wherein the mating key lookup table stored by the non-volatile storage unit comprises (i) 
a first group of entries forming a range of serial numbers for digital devices supplied by 
each supplier of a plurality of suppliers including the supplier, and (ii) a second group of 
entries corresponding to the first group of entries, each entry of the second group of 
entries including an address to establish communications with a trusted third party 
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authorized by one of the plurality of suppliers [column 7, lines 5-8; fig. 2B; column 16, 
lines 47-49; column 22, lines 23-35; column 33, lines 22-60; column 47, lines 4-33 
and fig. 28; an address to the EA/DHCT 333'S private key matches with DHCT 333's 
true key which is accomplished by certifying the DHCT certificate 2806 with the factory 
programmer certificate authority (FPCA)/(equivalent to control suite 607 in fig.6) which 
inherently a trusted third party signature to establish a secured communications over a 
network 521 (fig. 6)]. 

Referring to claims 9 and 18, Wasilewski teaches the mating key gateway, 
wherein the mating key lookup table stored by the non-volatile storage unit comprises (i) 
a first group of entries forming a range of mating key generators for digital devices 
supplied by each supplier of a plurality of suppliers including the supplier and the at 
least one mating key being formed using at least a portion of one of the mating key 
generators, and (ii) a second group of entries corresponding to the first group of entries, 
each entry of the second group of entries including information to establish 
communications with a server controlled by one of the plurality of suppliers [column 7, 
lines 5-8 and fig. 2B; DHCT/digital device (equivalent to mating key generator) 
comprises key/mating key corresponding to one of the mating key generator stored in 
memory which is supplied by each supplier/manufacturer; column 33, lines 54-60; 
column 43, lines 55-65; EAID (entitlement agent ID) inherently is the information to 
communicate with a server]. 

Referring to claim 20, Wasilewski teaches the mating key gateway being adapted 
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to additionally store mating keys for selected digital devices [column 4, lines 41-63 and 
fig. 1; set-top box 113 (equivalent to mating key gateway) additionally store mating 
keys/information]. 

Referring to claim 21, Wasilewski teaches a secure content delivery system 
comprising: 

a trusted third party to store a plurality of mating keys associated with digital 
devices, each mating key being used to encrypt a key that is used to scramble digital 
content [column 22, lines 23-35; fig. 6; a control suite 607 (equivalent to a trusted third 
party) stores keys/mating keys which inherently used to encrypt digital content]; 

a mating key gateway in communications with the trusted third party, the mating 
key gateway to provide information received from a head end to the trusted third party 
for retrieval of a requested mating key that is computed using the information received 
from the headend [column 15, lines 7-23; column 16, lines 47-55 and fig. 6; the 
communications between the trusted third party/control suite 607 and the rest of 
conditional access system 601 (includes a key generator/a mating key gateway) 
is to make ECM and EMM which is inherently for retrieval of a requested mating key]. 

Referring to claim 22, Wasilewski teaches a secure content delivery 
system, wherein the key used to scramble the digital content is a program key [column 
5, lines 26-28]. 

Referring to claims 23 and 24, Wasilewski teaches a secure content delivery 
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system, wherein the information provided to the trusted third party comprises a mating 
key generator being a message that comprises an identifier of a supplier of one of the 
digital devices and the mating key generator undergoing a hash operation to produce 
the requested mating key [ column 7, line 65 - column 8, line 12 and column 18, 
lines 4-15; the information provided to ECM/EMM (part of the trusted third party) which 
inherently contains a key generator and ID of a supplier]. 

Claim Rejections • 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 27, 28, 30 and 32-34 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Wasilewski US Patent No. 6,157,719 in view of Turner et al. US 
Patent No. 6,707,696. 

Referring to claim 27, Wasilewski teaches a step of receiving a mating key 
generator; and outputting a mating key based on the mating key generator being a 
message [column 7, lines 5-8 and fig. 2B]. Wasilewski fails to teach a one-time 
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programmable value being identical to a key stored in a digital device of a set-top box 
targeted to receive information encrypted with either the mating key or a derivative of 
the mating key. However, Turner teaches a one-time programmable value being 
identical to a key stored in a digital device of a set-top box targeted to receive 
information encrypted with either the mating key or a derivative of the mating key; 
[column 1, lines 30-37; fig. 3; TV Decoder Box (equivalent to set-top box) has a SRAM 
306 (equivalent to a mating key generator) and one-time programmable memory, both 
holds encryption keys that are compared by the processor 305 which is inherently 
outputting a mating key based on the mating key generator and an one-time 
programmable value being identical to a key stored in a set-top box targeted to receive 
information encrypted with either the mating key or a derivative of the mating key]. 

At the time of the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Turner's hacker-proof one-time programmable memory 
with Wasilewski's Conditional access system because it offers the advantage of having 
a mating key and an one-time programmable value to receive information encrypted 
with either the mating key or a derivative of the mating key. 

Referring to claim 28, Wasilewski teaches the step of outputting the mating key 
[column 1, lines 30-37; fig. 3 and column 14, lines 14-16]. Wasilewski fails to teach 
receiving a serial number being used to locate the one-time programmable value. 
However, Turner teaches receiving a serial number being used to locate the one-time 
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programmable value [column 2, lines 1-10; fig. 7; an address decoder communicates 
with the power up write controller and the read controller, for providing an address to the 
one-time programmable memory array which is inherently the method receives a serial 
number being used to locate the one-time programmable value]. 

At the time of the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Turner's hacker-proof one-time programmable memory 
with Wasilewski's Conditional access system because it offers the advantage of 
receiving a serial number being used to locate the one-time programmable 
value prior to outputting the mating key. 

Referring to claim 30, Wasilewski teaches a secure content delivery 
System/method, wherein the mating key generator includes at least one of (i) a first 
identifier to identify a manufacturer of the digital device [column 18, lines 4-15], (ii) a 
service provider identifier [column 17, line 59-column 18, line 15; column 24, lines 
21-26, (iii) a conditional access provider identifier, and (iv) a mating key sequence 
number [column 19, lines 55-65; fig. 10 and column 24, lines 21-34]. 

Referring to claim 32, Wasilewski fails to teach a conditional access (CA) control 
system in communication with a mating key server, the CA control system comprising: 
means for receiving a mating key from the mating key server, the mating key being 
computed based on a mating key generator and a one-time programmable value; and 
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means for producing a plurality of derivatives keys based on the mating key, each 
derivative key being used to encrypt a key that is configured to descramble digital 
content targeted for a digital device of a set-top box. However, Turner teaches a 
conditional access (CA) control system in communication with a mating key server, the 
CA control system comprising: means for receiving a mating key from the mating key 
server, the mating key being computed based on a mating key generator and a one- 
time programmable value; and means for producing a plurality of derivatives keys based 
on the mating key, each derivative key being used to encrypt a key that is configured to 
descramble digital content targeted for a digital device of a set-top box [column 3, lines 
25-39; column 3, lines 47-50; fig. 3 and fig. 7; Power-Up Write Controller (equivalent 
to conditional access (CA) control system) communicates inherently with the service 
provider/server and keys from TV Decoder Box 301]. 

Referring to claim 33, Wasilewski teaches a secure content delivery 
system, wherein the key used to scramble the digital content is a program key [column , 
5, lines 26-28]. 

Referring to claim 34, Wasilewski teaches the CA control system comprising: 
transmitting the encrypted program key and the scrambled digital content to the digital 
device of the set-top box [column 6, lines 18-23]. 

At the time of the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Turner's hacker-proof one-time programmable memory 
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» 

with Wasilewski's Conditional access system because it offers the advantage of 
receiving a mating key from the mating key server, the mating key being computed 
based on a mating key generator and a one-time programmable value; and means for 
producing a plurality of derivatives keys based on the mating key, each derivative key 
being used to encrypt a key that is configured to descramble digital content targeted for 
a digital device of a set-top box. 

5. Claims 29 and 31 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Wasilewski US Patent No. 6,157,719 in view of Turner as applied to claim 27 
above, and further in view of Smeets et al. US Patent No. 7,058,806. The teaching of 
Wasilewski in view of Turner has been discussed above. 

Referring to Claims 29 and 31, Wasilewski teaches the step of outputting the 
mating key [column 1, lines 30-37; fig. 3 and column 14, lines 14-16]. Wasilewski in 
view of Turner fails to teach computing the mating key by performing a computation on 
the mating key generator and the one-time programmable value to produce a mating 
key. However, Smeets teaches computing the mating key by performing a computation 
on the mating key generator and the one-time programmable value to produce a mating 
key [column 8, lines 18-31; fig. 4; fig. 3; column 9, lines 12-20 and fig. 6; computing 
between system 600 (equivalent to one-time programmable value) and external device 
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670 (equivalent to the mating key generator) to produce authentication key (equivalent 
to a mating key)]. 

At the time of the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Smeets's method and apparatus for secure leveled access 
control with Conditional access system as taught by Wasilewski in view of Turner 
because it offers the advantage of computing the mating key by performing a 
computation on the mating key generator and the one-time programmable value to 
produce a mating key. 

6. Claims 35-38 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski US Patent No. 6,157,719 in view of Smeets et al. US Patent No. 7,058,806. 

Referring to Claim 35, Wasilewski teaches a method receiving a request for 
a key over a communication bus [column 7, lines 5-8 and fig. 2B]. Wasilewski fails to 
teaches a method recovering different versions of the key depending on 
which of a plurality of providers is requesting the key; and providing the different 
versions of the key to the plurality of providers adapted to use the key as either a mating 
key to encrypt digital content delivered to a targeted digital device or as a precursor key 
to derive the mating key to encrypt the digital content delivered to the targeted digital 
device. However, Smeets teaches a method recovering different versions of the key 
depending on which of a plurality of providers is requesting the key; and providing the 
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different versions of the key to the plurality of providers adapted to use the key as either 
a mating key to encrypt digital content delivered to a targeted digital device or as a 
precursor key to derive the mating key to encrypt the digital content delivered to the 
targeted digital device [column 5, lines 14-28; fig. 2]. 

At the time of the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Smeets's method and apparatus for secure leveled access 
control with Wasilewski's Conditional access system because it offers the advantage of 
receiving a request for a key over a communication bus; recovering different versions of 
the key depending on which of a plurality of providers is requesting the key; and 
providing the different versions of the key to the plurality of providers adapted to use the 
key as either a mating key to encrypt digital content delivered to a targeted digital 
device or as a precursor key to derive the mating key to encrypt the digital content 
delivered to the targeted digital device. 

Referring to Claim 36, Wasilewski fails to teach the method recovering of the key 
includes accessing a database to retrieve the key being a pre-calculated value. 
However, Smeets teaches recovering of the key includes accessing a database to 
retrieve the key being a pre-calculated value [column 4, lines 29-38; fig. 1; which 
inherently retrieve the key being a pre-calculated value]. 

At the time of the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Smeets's method and apparatus for secure leveled access 
control with Wasilewski's Conditional access system because it offers the advantage of 
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recovering of the key includes accessing a database to retrieve the key being a pre- 
calculated value. 

Referring to Claim 37, Wasilewski fails to teach the method recovering the key 
includes calculating the key substantially in real time based on a unique key associated 
with the targeted digital device, an identical copy of the unique key being permanently 
stored within the targeted digital device. However, Smeets teaches the method 
recovering the key includes calculating the key substantially in real time based on a 
unique key associated with the targeted digital device, an identical copy of the unique 
key being permanently stored within the targeted digital device [column 4, lines 4-14; 
fig. 1]. 

Referring to claim 38, Wasilewski teaches the mating key gateway inherently the 
security content delivery system, wherein the mating key generator received by the 
interface further comprises an identifier of a provider of a system that enables 
transmission of both the digital content and the mating key generator to the digital 
device [column 17, line 59-column 18, line 15; column 24, lines 21-26; column 29, 
lines 44-47; an identifier of CAA (conditional access authority) which is a part of the 
trusted third party is inherently an identifier of a provider and do security checking to the 
program (content) over transmission so that it enables execution]. 

At the time of the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Smeets's method and apparatus for secure leveled access 
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control with Wasilewski's Conditional access system because it offers the advantage of 
recovering the key includes calculating the key substantially in real time based on a 
unique key associated with the targeted digital device, an identical copy of the unique 
key being permanently stored within the targeted digital device. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Yonas Bayou whose telephone number is 571-272- 
7610. The examiner can normally be reached on m-f,7:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on 571-272-381 1. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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